Embedded Systems SIETK

Unit 5 : Embedded communications protocols and Internet of things

Introduction to Internet of Thingsreference architecture of 10T, Internet principles IP addresses, MAC
addresses, TCP and UDP ports, Application layer protocols. Data protocols MQTT, XMPP, CoAP, challenge
loT, Building I0oT applications using connecting sensors.

Introduction to Inter net of Things
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Kl evin Ashton introduced the term Alnternet of
the reallife things (including objects, people and animals) are connected to internet, and can transfer da
over it preferably to aloud. This data can then be used by businesses and the people, to create a world ¢
new possibilities and to benefit from it.

Fig. below shows the three main components of 10T i.e. things, data (cloud) and the people. For e.g.
smart refrigerator can sense the quantity of items inside it, and then automatically generate a shopping |
to be ordered ofine. This list is put byhe smart refrigerator on the cloud, where the best deals are offered
for online purchase.

Main components of 10T
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IOT is considered as a scenario of accessing any information from anywhere and accessible to
everyone. This is described as follows:

1 Anything: Eventually, any device, appliance or entity will be seamlessly connected to the Internet.
Connectivity will nd be the main feature of the device, but will extend the device capabilities.

1 Anywhere: Any conceived wireless connectivity framework should be abstract enough to run
from any location.

1 Anyone: loT accessible to anyone. Anyone will be able to conneat pneduct to the Internet,
and also customize it to their personal preferences.

Applications of I0T:

1 Wired and wireless connectivity technologies
1 Microcontrollers

1 Processors

[ Sensors

1 Analog signal chain and power solutions
1 High-performance bme

1 Industrial applications

(1 Automotive applications

(1 Batterypowered wearable

1 Portable electronics

1 Energyharvested wireless sensor nodes.

In automotive appliances|oT is mainly used for infotainment purposes sucbamecting between the
phones and the speakers of the car, activating the engine throughceoitel etc.

In the personal area networkwe encounter wearable devices for entertainment@ation tracking.
For example, it can be a Bluetooth headset or a GPS tracker. dénasesfacilitate the user to help
enhance their health and wellness, and to gather information areinder.

At homewe are surrounded with an exgnowing number of appliances, multimediavices and other
consumer gadgets.

In home automation systens, IoT applications include monitoring and controlling teices inside a
home in an intelligent way. They include lighting and temperature camrohg the connected appliances
for effective use of energy.

While on-the-go, we use private or publicansportation vehicles and infrastructdceimprove our
mobility time utilization.

In industries, sensors might be introduced for production efficiency, maintenance falue
management.

And at ametropolitan level smart building management system include smart eigjepped with smart
city lights, residential eneters, surveillance cameras for traffic contpgbeline leak detection etc.

Healthcare loT applications include remote monitoring of patientssicample heartate, blood pressure
level etc.
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ReferenceArchitecture of IOT:

IoT is an umbrella term that includes multiple different categories:
T Wireless sensor/actuator networks
Internetconnected wearables
Low power embedded systems
RFID enabled treking
Use of mobile phones to interact with the real world (e.g. sensing)
Devices that connect via Bluetoetinabled mobile phones to the Internet
Smart homes
Connected cars
And many more

= =4 =4 4 -4 -8 4

The result is that no single architecture will suit all theseas and the requirements each area brings.
However, a modular scalable architecture that supports adding or subtracting capabilities, as well &
supporting many requirements across a wide variety of these use cases is inherently useful and valuab

Thereference architecture consists of a set of components. Layers can be realized by means of speci
technologies, and we will discuss options for realizing each component. There are also some cros
cutting/vertical layers such as access/identity managemen

Web / Portal Dashboard APl Management

Event Processing and Analytics

Aggregation / Bus Layer
ESB and Message Broker

Communications
MQTT /fHTTP
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Fig: Reference architecture of IoT

The layers are

Client/external communicationdNeb/Portal, Dashboard, APIs
Event processing and analytics (including data storage)
Aggregation/bus layér ESB and message broker

Relevant transportsMQTT/HTTP/XMPP/CoAP/AMQP, etc.
Devices

=A =4 =4 =4 4
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The crosscutting layers are
1 Device manager
T ldentity and access management

The Device Layer The bottom layer of the architecture is the device layer. Devices can be of various
types, but in order to be consideredl@$ devices, they must have some communications that either
indirectly or directly attaches to the Internet. Examples of direct connections are

T Arduino with Arduino Ethernet connection
Arduino Yun with a WiFi connection
Raspberry Pi connected \ii#hernet or WAFi
Intel Galileo connected via Ethernet or-AliExamples of indirectly connected device include
ZigBee devices connected via a ZigBee gateway
Bluetooth or Bluetooth Low Energy devices connecting via a mobile phone
Devices communicating viaw power radios to a Raspberry Pi

=A =4 =4 =4 -4 -4

There are many more such examples of each type.
Each device typically needs an identity. The identity may be one of the following:
T A unique identifier (UUID) burnt into the device (typically part of the SystenChip, o
provided by a secondary chip)
A UUID provided by the radio subsystem (e.g. Bluetooth identifierFAWMAC address)
T An OAuth2 Refresh/Bearer Token (this may be in addition to one of the above)
1 An identifier stored in nonvolatile memory such as EEPROM

=

For the reference architecture we recommend that every device has a UUID (preferably an unchangeat
ID provided by the core hardware) as well as an OAuth2 Refresh and Bearer token stored in EEPROM.

The Communications Layer The communication layer suppotte connectivity of the devices. There
are multiple potential protocols for communication between the devices and the cloud. The most wel
known three potential protocols are

T HTTP/HTTPS (and RESTful approaches on those)

T MQTT

1 Constrained application protoic(CoAP)

HTTP is well known, and there are many libraries that support it. Because it is a simple textbased protocc
many small devices such abB controllers can only partially support the protoicébr example enough

code to POST or GET a resourdéde larger 32bit based devices can utilize full HTTP client libraries
that properly implement the whole protocol.

There are several protocols optimized for 10T use. The two best known are BFATToAPMQTT is

a publishsubscribe messaging system lobse a broker model. The protocol has a very small overhead
(as little as 2 bytes per message), and was designed to support lossy and intermittently connect
networks. MQTT was designed to flow over TCP.

CoAPis a protocol from the IETF that is designed to provide a RESTful application protocol modeled on
HTTP semantics, but with a much smaller footprint and a binary rather tharbasext approach. CoAP

is a more traditional cliergerver approach ratheratn a brokered approach. CoAP is designed to be used
over UDP.

The Aggregation/Bus Layer An important layer of the architecture is the layer that aggregates and
brokers communications. This is an important layer for three reasons:
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The ability tosupport an HTTP server and/or an MQTT broker to talk to the devices;

2. The ability to aggregate and combine communications from different devices and to route
communications to a specific device (possibly via a gateway)

3. The ability to bridge and transformtiaeen different protocols, e.g. to offer HTTPbased APIs that

are mediated into an MQTT message going to the device.

The Event Processing and Analytics LayerThis layer takes the events from the bus and provides the
ability to process and act upon thegergs. A core capability here is the requirement to store the data into
a database. This may happen in three forms.

The traditional model here would be to write a serverside application, e.g. this could beRSJAX
application backed by a database. Hosrethere are many approaches where we can support more agile
approaches. The first of these is to use a big data analytics platform. This is-acataide platform that
supports technologies such as Apache Hadoop to provide highly scalablkduegaalytics on the data
coming from the devices. The second approach is to support complex event processing to initiate ne
reakttime activities and actions based on data from the devices and from the rest of the system.

Client/External Communications Layer: The reference architecture needs to provide a way for these
devices to communicate outside of the dexidented system. This includes three main approaches.
Firstly, we need the ability to create wiehsed fronends and portals that interact with dma and with

the evenfprocessing layer. Secondly, we need the ability to create dashboards that offer views intc
analytics and event processing. Finally, we need to be able to interact with systems outside this netwo
using maching¢o-machine communicains (APIs). These APIs need to be managed and controlled and
this happens in an APl management system.

Device management (DM)is handled by two components. A sergale system (the device manager)
communicates with devices via various protocols andiges\both individual and bulk control of devices.

It also remotely manages software and applications deployed on the device. It can lock and/or wipe tt
device if necessary. The device manager works in conjunction with the device management agents. The
are multiple different agents for different platforms and device typ®bssupports the following:

Managing the software on the device

Enabling/disabling features of the device (e.g. camera, hardware, etc.)

Management of security controls and identifiers

Monitoring the availability of the device

Mai ntaining a record of the devicebds | ocat.
Locking or wiping the device remotely if the device is compromised, etc.

=A =4 =4 =4 A -4

Identity and Access ManagementThe final layer is the identity and accesanagement layer. This
layer needs to provide the following services:

1  OAuth2 token issuing and validation

1 Other identity services including SAML2 SSO and OpenlID Connect support for identifying
inbound requests from the Web layer

T XACML PDP

1 Directory of uses (e.g. LDAP)

1 Policy management for access control (policy control point)

The identity layer may of course have other requirements specific to the other identity and acces
management for a given instantiation of the reference architecture.

Page|5b



Embedded Systems SIETK

Internet principles:

IP addresses

IP stands for Internet Protocol and describes a set of standards and requirements for creating a
transmitting data packets, or datagrams, across netwinki§ address (internet protocol address) is a
numerical repreantation that uniquely identifies a specific interface or device on the network.

IP versionsThere are two versions of IP in use today, IPv4 and IPv6. The original IPv4 protocol is still
used today on both the internet, and many corporate networks. EiQule IPv4 protocol only allowed

for 232 addresses. This, coupled with how addresses were allocated, led to a situation where there wol
not be enough unique addresses for all devices connected to the internet.

IPv4 addresses are actuaByg-bit binary numbers, consisting of the two subaddresses (identifiers)
mentioned above which, respectively, identify the network and the host to the network, with an imaginar
boundary separating the two. An IP address is, as such, generally shown as 4 ootatseos from 0

255 represented in decimal form instead of binary form.

For example, the address 168.212.226.204 represents thédit 3dinary number
10101000.11010100.11100010.11001100.

IPv6 was developed by the Internet Engineering Task Force (IEmé)was formalized in 1998. This
upgrade substantially increased the available address space and allowé8ldddi2sses. In addition,
there were changes to improve the efficiency of IP packet headers, as well as improvements to routir
and security.

The IPv6 has a theoretical limitof 3.4 x33@ ddr esses. Thatoés over 340
reportedly enough addresses to assign one to every single atom on the surface of the earth.

IPv6 addresses are represented by eight sets of fouddwmel digits, and each set of numbers is
separated by a colon. An example IPv6 address would look like this:
2DAB:FFFF:0000:3EAE:01AA:00FF:DD72:2C4A

IP Configuration:StaticlP configuratiorand DynamidP configuration

A static IP address is an IP address that was manually configured for a device, versus one that was assig
by a DHCP server. It's called static because it doesn't clirmgers, phones, tablets, desktops, laptops,
and any other device that can use aadBress can be configured to have a static IP address. This might
be done through the device giving out IP addresses (like the router) or by manually typing the IP addre:
into the device from the device itself.

A dynamic IP address is a regular addréss & static IP is, but it's not permanently tied to a device.
Instead, dynamic IP addresses are used for a specific amount of time and then returned to an address
so that other devices can use th&ims is one reason that dynamic IP addresses afelul an ISP used

static IP addresses for their customers, there'd constantly be a limited supply of addresses for ne
customers. Dynamic addresses provide a way for IP addresses to be reused when they're not in
elsewhere, providing internet accéssmore devices than would otherwise be possible.
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MAC addresses

The Media Access Control (MAC) address is a binary number used to uniquely identify computer networl
adaptersNo two anywhere should have the same MAC addrésese numbers (sometimealled
hardware addresses or physical addresses) are embedded into the network hardware during t
manufacturing process, or stored in firmware, and designed to not be modified.

Some also refer to them as Ethernet addresses for historical reasons, iple typks of networks all
utilize MAC addressing including Ethernet, \Wi, and BluetoothYou can see your n
MAC addresses by using the command prompt in Windows with the ipconfig /all command. It looks
something like this:

Ethernet adapr Local Area Connection 2:

Physical Address. .. ......:-Q®-60-2F4B-39

Each network adapter on your computer, including wired and wireless interfaces, has one.MAC address
are typically used only to direpackets from one device to the next as data travels on a network.

That means that your computerds network adapt e
device along the way. I f you have a furtbenthamthgt. t h
The MAC address of your routerés internet conn

that too is replaced by the MAC address of the next dévicea kel yv ei t her your n
router.

The Format of a MAC Adress Traditional MAC addresses are-iiRit (6 bytes or 48 bits) hexadecimal
numbers. By convention, they are usually written in one of the following three formats:

1. MM:MM:MM:SS:SS:SS
2. MM-MM-MM-SSSSSS
3. MMM.MMM.SSS.SSS

The leftmost 6 digits (2&its) called a "prefix" is associated with the adapter manufacturer (M). Each
vendor registers and obtains MAC prefixes as assigned by the IEEE. Vendors often possess many pre
numbers associated with their different products. For example, the pre@xE31®, 00:25:9C and
68.7F:74 (plus many others) all belong to Linksys (Cisco Systems).

The rightmost digits of a MAC address represent an identification number for the specific device (S)
Among all devices manufactured with the same vendor prefix, isagiven their own unique 2dit
number. Note that hardware from different vendors may happen to share the same device portion of t
address.

TCP and UDP ports:

The devices and comptuers connected to the Internet use a protocol called TCP/IP to catamithic

each other. When a computeriimdia wants to send a piece of data to a computer in England, it must
know the destination IP address that it woud like to send the information to. That information is sent mos
often via two methods, UDP and TCP.

Transmission Control Protocol (TCP): TCP stands for Transmission Control Protocol. Using this
method, the computer sending the data connects directly to the computer it is sending the data it to, a
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stays connected for the duration of the transfer. Withrttethod, the two computers can guarantee that
the data has arrived safely and correctly, and then they disconnect the connection. This method
transferring data tends to be quicker and more reliable, but puts a higher load on the computer as it has
monitor the connection and the data going across it. A real life comparison to this method would be t
pick up the phone and call a friend. You have a conversation and when it is over, you both hang uy
releasing the connection.

When you load aweb pagg,our computer sends TCP packets to
send the web page to you. The web server responds by sending a stream of TCP packets, which your v
browser stitches together to form the web page and display it to you. Whenckaoa lohk, sign in, post

a comment, or do anything else, your web browser sends TCP packets to the server and the server se
TCP packets back. TCP is not just one way communicétidhe remote system sends packets back to
acknowledge it is received yppackets.

TCP guarantees the recipient will receive the packets in order by numbering them. The recipient sen
messages back to the sender saying it received the messages. If the sender does not get a correct resp
it will resend the packets to emstthe recipient received them. Packets are also checked for errors. TCP
is all about this reliabilityy packets sent with TCP are tracked so no data is lost or corrupted in transit.
This is why file downloads do not become corrupted even if there aremketecups. Of course, if the
recipient is completely offline, your computer will give up and you will see an error message saying it
can not communicate with the remote host.

User Datagram Protocol (UDP):UDP stands for User Datagram Protocol. Using timiethod, the

computer sending the data packages the information into a nice little package and releases it into tl
network with the hopes that it will get to the right place. What this means is that UDP does not connec
directly to the receiving computéke TCP does, but rather sends the data out and relies on the devices
in between the sending computer and the receiving computer to get the data where it is supposed to

properly.

This method of transmission does not provide any guarantee that the data you send will ever reach
destination. On the other hand, this method of transmission has a very low overhead and is therefore ve
popular to use for services that are not thatartant to work on the first try. A comparison you can use
for this method is the plain oldhdian Postal Service. You place your mail in the mailbox and hope the
Postal Service will get it to the proper location. Most of the time they do, but sometgetslidst along

the way.

UDP is smaller, faster, and more suitable for fast embedded network communication. UDP allows
embedded devices to use the Internet Protocol (IP) to send data to, and receive data from remote netw
nodes. The remote nodes candmethe same local network, or on remote networks that are accessible
over the Internet.

UDP data is sent in connectionless packets. That means the UDP and IP protocols do not guarant
delivery, the node sending data cannot assume the intended recipient received the data just because
data was sent onto the network. So UDP packets reqakemwledgement of receipt must be manually
acknowledged by the receiving application.
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TCP UDP

Clignt Soreer Client Server
’ Message 1 g ’ Message 1 ”
* Acknowledge Message 1 * ' Message 2 F
- = = |
Message 2 Message 3 (lost)
b Acknowledge Message £ ¢ * Message 4 -
Wil
2 e
dF [ugys
T T
TCP UDP
[« Slower but reliable o Fast but non-
transfers guaranteed transfers
17 73
» Typical (“best effort”)
applications: e Typical applications:
e Emalil « VolP
e Web browsing J e Music streaming |
) O O
e | el
O @) O
o O o © >
unicast unicast multicast broadcast

While the transfer of data, the existence of ports is a matter of high significance. Each data packet com
with a port number associated with it. This enablegtiotocols to decide that what are the requirements
of the data packets and to which port are they supposed to be directed. In fact, the existence of ports
crucial to make sure that data packets reach their desired destinations accurately. Intadkiisictihere

are a lot of other features such as the security of data packets which is catered by the different types
ports. The versatility of these TCP and UDP ports available enables you to select the most appropria
one for your task according y@ur requirement.
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Following are some of the common TCP and UDP default ports.

TCP UDP

FTP 20,21|DNS 23
SSH 22|BooTPS/DHCP 67
Telnet 23[TFTP 69
SMTP 25|SNMP 161
DNS 23

HTTP 80

POP3 110

NTP 123

IMAP4 143

HTTPS 443

Dynamic Host Configuration Protocol (DHCPY).

The IP address can be gassigned but it is impractical for product deployment and cannot {asgigned

to products withouprior knowledge of the network environment in which the products will be deployed.
And also there is no prior knowledge of how many nodes will exist on the network, or indeed how many
of the possible total number of nodes will be active at any one time.

DHCP provides an alternative to static IP address assignment. DHCP servers exist on local networks
dynamically allocate IP addresses to nodes on the same network. When a network enabled product bo
up it contacts the DHCP server to request its IResdd removing the need for each node to be statically
configured.

Domain Name System (DNS):

The Domain Name System (DNS) is a hierarchical distributed naming system for computers, services, (
any resource connected to the Internet or a private network. It associates various information with doma
names assigned to each of the participatindiesitiMost prominently, it translates domain nhames, which
can be easily memorized by humans, to the numerical IP addresses needed for the purpose of compt
services and devices worldwide. The Domain Name System is an essential component of the fiynctional
of most Internet services because it is the Internet's primary directory service.

For example, entering "ping www.freertos.org" in the command console of a desktop computer will show
a ping request being sent to the IP address 195.8.66.1 (today anyway) a DNS server resolved the stri
"www.freertos.org" to the IP address 195.8.66.1.

Application Layer Protocols:

An application layer protocol defines how application processes (clients and servers), running on
different end systems, pass messages to each other. In particular, an application layer protocol defines
T The types of messagesg., request messages and response messages.
1 The syntax of the various message types, i.e., the fields in the message and how the fields are
delineated.
1 The semantics of the fields, i.e., the meaning of the information that the field is supposed to
contan;
T Rules for determining when and how a process sends messages and responds to messages.
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Application Type Application-layer protocol Transport Protocol
Send: Simple Mail Transfer Protocol TCP 25
Electronic mail SMTP [RFC 821]
Receive: Post Office Protocol v3 TCP 110

POP3 [RCF 1939]

Remote terminal access Telnet [RFC 854] TCP 23

World Wide Web (WWW) HyperText Transfer Protocol 1.1 TCP 80

HTTP 1.1 |RFC 2068]

File Transfer Protocol TCP 21
File Transfer FTP |RFC 959]
Trivial File Transfer Protocol UDP 69

TFTP [RFC 1350]

Remote file server NFS [McKusik 1996] UDP or TCP
Streaming multimedia Proprietary (e.g., Real Networks) UDP or TCP
Internet telephony Proprietary (e.g., Vocaltec) Usually UDP

SMTP (Simple Mail Transfer Protocol):

f
f

==

One of the most popular network service is electronic mamg).
The TCP/IP protocol that supports electronic mail oniribernet is called Simple Mail Transfer
Protocol (SMTP).
SMTP transfers messages from senders' mail servers to the recipients' mail servers using TCP
connections.
Users based onmail addresses.
SMTP provides services for mail exchange between usete@atne or different computers.
Following the client/server model:

o SMTP has two sides: a client side which executes on a sender's mail server, and server
side which executes on recipient's mail server.
Both the client and
server sides of SMTP run @very mail server.
When a mail server sends mail (to other mail servers), it acts as an SMTP client.
When a mail server receives mail (from other mail servers) it acts as an SMTP server.

O O O O

TELNET (Terminal Network):

il

il

TELNET is clientserver application that allows a user to log onto remote machine and lets
the user to access any application program on a remote computer.

TELNET uses the NVT (Network Virtual Terminal) system to encode characters on the local
system.
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T On the server (remote) machine, NVT decodes the characters to a form acceptable to the
remote machine.

1 TELNET is a protocol that provides a generaldisectional, eighbit byte oriented
communications facility.

T Many application protocols are built upon the TELNET protocol

T Telnet ®rvices are used on PORT 23.

FTP (File Transfer Protocol):

1 FTP is the standard mechanism provided by TCP/IP for copying a file from one host to
another.

1 FTP differs formother client-server applications because it establishes 2 connections
between hosts.

T Two connections are: Data Connection and Control Connection.

1 Data Connection uses PORT 20 for the purpose and control connection uses PORT 21 for
the purpose.

1 FTP is buit on a clientserver architecture and uses separate control and data connections
between the client and the server.

1 One connection is used for data transfer, the other for control information (commands and
responses).

1 It transfer data reliably and efficity

POP (Post Office Protocol):

T POP is also called as POP3 protocol.

1 This is a protocol used by a mail server in conjunction with SMTP to receive and holds mail for
hosts.

1 POP3 mail server receiveswils and filters them into the appropriate usédters. When a user
connects to the mail server to retrieve his mail, the messages are downloaded from mail server t
the user's hard disk.

HTTP (Hypertext Transfer Protocol):

==

This is a protocol used mainly to access data on the World Wide Web (www).
TheHypertext Transfer Protocol (HTTP) the Web's main applicdagar protocol although
current browsers can access other types of servers

A respository of information spread all over the world and linked together.

The HTIP protocol transfer data in the foainplain text, hyper text, audio, video and so on.
HTTP utilizes TCP connections to send client requests and server replies.

it is a synchronous protocol which works by making both persistent and non persistent
connections.

=
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Domain Name System (DNS):

1 To identify an entity, TCP/IP protocol uses the IP address which uniquely identifies the
connection of a host to the Internet.

1 DNS is a hierarchical system, based on a distributed database, that uses a hierarchy of Name
Servers to resolve Internet host nanms the corresponding IP addresses required for packet
routing by issuing a DNS query to a name server.
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T However, people refer to use names instead of addressefore, we need a system that can
map a name to an address and conversely an address to name.

T In TCP/IP, this is the domain nhame system.

T DNS in the InternetdNS is protocol that can be used in different platforms.

T Domain name space is divided into three categories.

Generic Domain: The generic domain defines registered hosts according, to theng@en
behaviour. Each node in the tree defines a domain which is an index to the domain name space

database.

Generic domain

T Country Domain: The country domain section follows the same format as the generic domain
but uses 2 characters country abbreviations (e.gfpfJ3nited States) in place of 3 characters.
T Inverse Domain: The inverse domain is used to map an address to a name.

Network File System

1 To access data stored on another machine (i.e. a server) the server would implement NFS
daemon processes to make datailable to clients.

1 The server administrator determines what to make available and ensures it can recognize
validated clients.

1 From the client's side, the machine requests access to exported data, typically by issuing a moul
command. If successful, tliient machine can then view and interact with the file systems
within the decided parameters.

Data protocols: MQTT, XMPP, CoAP

Message Queue Telemetry Transport.

1 1SO standard (ISO/IEC PRF 20922).

I Itisapubl i sh subscribe based | usgihtomunctignhwith thee s s
TCP/IP protocaol.

1 MQTT was introduced by IBM in 1999 and standardized by OASE® 8.

1 Designed to provide connectivity (mostly embedded) betvapgtications and middlewar e s C
one side and networks andmmunications on the other side.

T A message broker control patterthe publ i sh subsc

Page| 13



Embedded Systems SIETK

1 A topic to which a client is subscribed is updated in the fofmessages and distributed by the
message broker.

1 Desiged for:
1 Remote connections
(1 Limited bandwidth
OdSmall code footprint

MQTT Components:
1 Publisherg Lightweight sensors
1 Subscriber$ Applications interested in sensor data
1 Brokers- Connect publishers and subscrih@kassify sensor data intopics

MQTT Methods:

T Connect
Disconnect
Subscribe
Unsubscribe
Publish

1
1
1
1

MQTT Broker

; Publish
. 80DegreaC :
—f

Temperature Sensor

I I I Message Queque Mohilé’Devlce

MQTT Communication:
1 The protocol uses a publish/subscribe architecture (HTTP usgsi@st/response paradigm).

1 Publish/ subscribe is evenpgusheditocheetsm and enabl
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The central communication point is the MQTT broker, which is in charge of dispatching all
messages between the senders andgh#ul receivers.

Each client that publishes a message to the broker, includes a topic into the messtagéc iEhe

the routing information for throker.

Each client that wants to receive messages subscribegttam topic and the broker delivers all
messages with thmatching topic to the client.

Thereforee he cl i ents dondot h amMyeconimonicatenaverthest@pic.h ot |
This architecture enables highly scalable solutions witldmgendencies between the data
producers and the datansumers.

MQTT Topics

1 A topic is a simple string that caaye more hierarchy levelghich are separated by a slash.

1 A sample topic for sending temperature data of the livingom coul d be h
room/temperature.

1 On one hand the client (e.g. mobile device) can subscritreetexact topic or on the other
hand, it can use a wildcard.

1 The subscription to house/+/temperature would result in all messages sent to the previousl

mentioned topic house/livingroom/temperature, as well as any topic with an arbitrary value in

the place of living room, such as housefken/temperature.

The plus sign is a single level wild card and only allows arbitralyes for one hierarchy.

If more than one level needs to be subscribed, such as, thexntile t r e e, t hei

multilevel wildcard (#).

1 It allows to subscribe tall underlying hierarchy level&or example house/# is subscribing to
all topics beginning wittouse.

E

Applications

il
il
1
1

T

Facebook Messenger uses MQTT for online chat.

Amazon Web Services use Amazon IoT with MQTT.

Microsoft Azure IoT Hub uses MQTT as itsain protocol fotelemetry messages.

The EVRYTHNG loT platform uses MQTT as an M2M protodot millions of connected
products.

Adafruit launched a free MQTT cloud service for leXperimenters called Adafruit 10.

CO0AP: Constrained Application Protocol.

1
1

= =4 A
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Web transfer protocol for use with constrained nodesahalorks.

Designed for Machine to Machine (M2M) applications swash smart energy and building
automation.

Based on Request Response model bet ween end
Client Server i ntaoeradathgrammentedsranspsriyprotocol sucimas WDS
The Constrained Application Protocol (CoAP) is a session lpyetocol designed by IETF
Constrained RESTful Environment

(CoRE) working group to provide lightweight RESTful (HT TiRferface.

Represetational State Transfer (REST) is the standatelface between HTTP client and servers.
Lightweight applications such as those in 10T, could resufignificant overhead and power
consumption by REST.

CoAP i s designed t o e nRESTfusenliceswhilpnestmgthes mwes o r
constraints.
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1 Built over UDP, instead of TCP (which is commonly used with HTTP)hesch light mechanism
to provide reliability.
T CoAP architecture is divided into two main
1 0O Messaging
1 [ Request/respae.
1T The messaging sub |l ayer is responsible for
request/ response s ogommuniaayiomr i s responsi bl e f

1 CoAP has four messaging modes:
1 Confirmable
ONon confirmabl e
1 Piggyback
[ Separate

CoAP Request-Response Model

CLIENT SERVER CLIENT SERVER

CON
NON-Message

-

Confirmable Message Non-Confirmable Message

CLIENT SERVER

t CON
ACK

CLIENT

CON
ACK+Data

|

- - - -

|

WAIT

CON (Data)

ACK ,

ACK+Data

|

Piggyback Message Separate Message
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1 Confirmable andn o n ¢ o n fmodemiefrdsant the reliable and unreliable transmissions,
respectively, while the other modes are useddquest/response.

1 Piggybackis used for client/server direct communication where the server sends its response
diredly after receiving the message, i.e., within #o&nowledgment message.

1 On the other hand, theeparatemode is used when the server response comes in a message
separate from the acknowledgment and may sakee time to be sent by the server.

91 Similarto HTTP, CoAP utilizes GET, PUT, PUSH, DELETE messages reduaestseve, create,
update, and delete, respectively

Features

Reduced overheads and parsing complexity.

URL and content type support.
Support for the discovery of resources providgknownCoAP services.
Simple subscription for a resourard resulting pushotifications.
Simple caching based on maximum message age.

= =4 =4 -8 2

XMPP i Extensible Messaging and Presence Protocol.
T A communicati on pr ot middlevwaredased on XMLs(Exeergible Markupe n t

Language).

Real time exchange of structured dat a.
It is an open standard protocol.

XMPP uses a client server architecture.

As the model is decentralized, no central server is required.

XMPP provides for the discevy of services residing locally or across a network, and the

availability information of thesservices.

T Well suited for cloud computing where virtu
present obstacles #iternative service discoveryapdr e sence based sol utii

T Open means to support macdmmangations acnoss a divieraesset o r

of networks.

= =4 =4 A8 -9

Highlights
1 Decentralization No central server; anyone can run tleim XMPP server.
1 Open standard$ No royalties or granted permissions aequired to implement these
specifications
1 Securityi Authentication, encryption, etc.
1 Flexibility T Supports interoperability

Core XMPP Technologies

Core - information about the core XMPP technologies for XML stregmin

Jingle - multimedia signalling for voice, video, file transfer

Mul t i usfelr e xCihlalt e, mul t i party communication
PubSub- alerts and notifications for data syndication

BOSH - HTTP binding for XMPP

Page| 17



Embedded Systems SIETK

T o

——

Key
4—7 = Connection
= Node

= Domain

--------------- = Resource

s T S ——

Weaknesses
1 Does not support QoS.
1 Text basecommunications induces higher networkerheads.
1 Binary data must be first encoded to base64 beéfansmission.

Applications
Publish subscribe systems

Signaling for VolP

Video

File transfer

Gaming

Internet of Things applications
Smart grid

Socialnetworking services

= =4 =4 -8 _98_9_95_-°

Challenges of 10T

IOT (Internet of Things) was first coined by Kevin Ashton in 1999, but interestingly, it has never became
a buzzword, rather it silently revolutionized the industrial sector and gradually paving its way in the
consuner market.

Even, Accentureds | atest I ndustri al I nternet o
already engaged in I0oT projects, more than 30% are at an early stage of deployment though. And 69%
these compani es 6 | o Trediucimgoperationsddost.es ar e focused

But in doing so, many companies face critical challenges related to security network investment and da
analysis.A list of 10 common challenges faced by enterprises that cause quality issues, leading to th
project failure, ncluding budget overruns and long completion times.
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1. Compatibility and Interoperability of Different 10T systems: As per the market analysts at
McKinsey, 40% to 60% of the total values lies on our ability to achieve interoperability between different
loT systems. With numerous vendors, OEMs, and service providers, it becomes really difficult to maintair
interoperability between different IoT systems.

2. Identification and Authentication of Technologies According to a report, there are around 20 billion
connected devices at present, and to connect all the devices involves a lot of security risks and not jt
complexity. Bringing along a large number of connected devices on one platform needs formalization an
system architecture that can identify and antltate those devices.

3. Integration of loT Products with loT Platforms: For the successful implementation of loT
application, enterprises need to integrate various loT connected products with right 10T platforms. Lacl
of proper integration coultkad to abnormalities in functions and efficiency to deliver value to the
customers.

4. Connectivity. It is the part of networking challenges, as the Internet is still not available everywhere
at the same speed. A global mobile satellite company Inntekssgled that 24% finds connectivity issue
as the one of the biggest challenges in 10T deployment.

5. Handling Unstructured Data: Growing connected devices will increase the challenges of handling
unstructured data on the parameters of volume, velocityyariety. However, the real challenge for the
organizations is to determine which data is valuable, as only quality data is actionable data.

6. Data Capturing Capabilities: The purpose of capturing data is to transform the information collected
from vaious sources in a standard format that can be analyzed and autofysated.is mainly about
dependence on sensors for signals and networks for the distribution, chances are that due to cert:
anomalies in runtime, such as a shutdown of power, incoratatnday get recorded.

7. Intelligent Analytics: At this stage, we are at the very purpose of 10T i.e. translating data into
meaningful information. A flaw in data or data model could lead to false positives and false negatives
We have to understand the data in itself is not an insight, rather rigitoqsehave to be asked from the
precise data to gain the insight.

8. Data Security and Privacy IssuesEven top companies like Apple, known for big security claims,
and visionaries like Elon Musk have not been spared by hackers. Recent cases of ranatiatkare
have also challenged the confidence of corporate.

A latest research claims that by 2020, 25% of cyber attacks will target 10T devices.

Malware infiltration: 24%

Phishing attacks: 24%

Social engineering attacks: 18%
Devicemisconfiguration issues: 11%
Privilege escalation: 9%

Credential theft:6%

= =4 =4 -8 -4 -9

When it comes to cyber security, lapses could be from both company and consumer side, so it is essent
for each party to take necessary measures to improve security.

9. ConsumerAwareness Many people are not aware of 10T, but they understand the dependence on
Smart Apps like news apps, stocks applications, entertainment applications. It is not actually importar
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for the consumers to how things work technically, but lack of lzag&reness can create a fear of security
and cost, which could lead to the slow adoption of technology.

10. Delivering Value According to Forbes Insights Survey, 29% executives feel major challenge in
building loT capabilities is the quality of Id€chnology. This data reveals the struggle of IoT application
development companies in bringing the value for their consumers. So, before plunging into the
development of 0T applications, an enterprise must clearly define what value they are goingeto deli
through what capabilities. And how their solution will enhance the efficiency and productivity, while also
generating customesatisfaction.

Building 10T applications using connecting sensors

Water tank monitoring systems using IoT:

Water source isecessary and an important factor in agricultural and farm production and is a key of our
quality of life as well. Monitoring water level of a water source, such as water tank or borewell etc., plays
a key role in agricultural. For example if a water ledt@ps below the threshold level for pumping in a
borewell, the pump motor may get damaged due to dry running. In such case monitoring water level an
controlling the water pump accordingly becomes necessary task. There are many other situations whe
water level monitoring is an important task. It may be used to preserve water or to study the water usac
of a water source.

Solution We mount the ultrasonic level sensor in your tanks. The sensor senses the distance between 1
fluid and itself and sendbe distance data to a cellular/satellite gateway. The data is further transmitted
to our cloud, where we convert the raw data into meaningful information (fluid quantity in the tanks) and
display it on any loT platform dashboard.

You can access the dasfainds to get redime information and advanced analytics on your mobile phones
as well as desktop. You can also define threshold limits for your inventory levels, so whenever the leve
goes beyond or less than tefined limits, you get alerts via apgylS, and Emails.

=
................. . ceesd &
loT Device Wifi
(GsM Encbled 4 ) .
Y
eOn 00O o OH
T.)’\L:‘l T...—.‘-.I:‘ T;I’l&:‘
Server
Sensor ROpOftS

Water Tank

Fig: Water tank monitoring/controlling system
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The Solution Empowers You To

Optimize Demand Supply

Reduce Human Resource Requirement

Trace leaks in Redime

Tracewatertheft

Reduce manual operations

Keep the costs low

Witness naoverflow or dry running of water pumps

=A =4 -4 =4 -4 -4 -4

Arduino UNO Board The hardware of the proposed system consists of Arduino microcontroller
development board, Ultrasonic Senstvs;Fi module to collect & transfer data to cloud. Data is collected
from sensor using Arduino Uno microcontroller. Arduino is a open sourcavaegglatform which is

able to work with various sensors and communication technology. There are different types of Arduinc
microcontroller that are used for different purpose. It not only control devices but also can read data fror
all types of sensor. is simple, low cost and easy to use. It takes 5V voltage as input speed 16 MHz
Arduino Uno contains the 14 digital i/o pins and 6 analog input pins to connect various sensors that give
analog inputs.

Ultrasonic sensor:As the name indicates, ultrasosensors measure distance by using ultrasonic waves.
The sensor head emits an ultrasonic wave and receives the wave reflected back from the target. Ultraso
Sensors measure the distance to the target by measuring the time between the emission and recepti

—

< - p
Distance: L

The distance can be calculated with the following formula:

Distance L=1/2x T x C

where L is the distance, T is the time between the emission and reception, and C is the sonic speed. (T
value is multiplied by 1/2 because T is the time folagdreturn distance.)

Wi-Fi Module: WI-FI: The WHFI module used in this project is ESP8266. It follows TCP/IP stack and
is a microchip which is less in cost. This microchip allows microcontroller to connect td-a kétwork,

by using Hayes style comnmh connections are done or made through TCP/IP connection. ESP8266
has 1MB of built in flash, single chip devices able to conneeEMI

loT cloud/server: IoT devices are devices with multiple sensors connected to the cloud, typically via
gateways. There are several 0T Cloud Platforms in the market today provided by different service
providers that host wide ranging applications. These can also be extended to services that use advan
machine learning algorithms for predictive analysipeeglly in disaster prevention and recovering
planning using data from the edge devices.
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loT cloud platforms bring together capabilities of 10T devices and Cloud Computing delivered as a servic
over an endo-end to platform. They are alseferred by other terms such as Cloud Service I0oT Platform.
We can use any of the following cloud platforms:

Thingworx

Microsoft Azure IoT Suite.

Google Cloud's loT Platform.

IBM Watson loT Platform.

AWS loT Platform.

Cisco IoT Cloud Connect.

SalesforcdoT Cloud.

Kaa loT Platform.

Oracle loT Platform

Thingspeak 10T platform

GE Predix IoT Platform

START -] INITIALIZE

= =4 =0 _-0_9_9_95_42_-29_-42._-2-

Flowchart
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Smart Farming:

SURVEY DRONES FLEET OF AGRIBOTS

Aerial drones survey the fields, A herd of specialised agribots tend
mapping weeds, yield and soil to crops, weeding, fertilising and
variation. This enables precise harvesting. Robots capable of

i of Inputs, microdot application of fertiliser
spread of pernicious weed reduce fertiliser cost by 99.9%.
blackgrass could increasing
Wheat yields by 2-5%.

FARMING DATA

The farm generates vast quantities
of rich and varled data. This is stored
in the cloud. Data can be used as
digltal evidence reducing time spent
grant or
carrying out farm Inspections saving
on average £5,500 per farm per year,

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can

SMART TRACTORS

send texts to alert farmers when GPS controlled steering and
a cow goes into labour or develops optimised route planning
infection increasing herd survival reduces soil erosion,

and Increasing milk yields by 10%. saving fuel costs by 10%.

Smart Farmings an emerging concept that refers to managing farms using modern Information and
Communication Technologies to increase the quantity and quality of products while optimizing the

human labor required.

Among the technologiesvailable for preserday farmers are:
1 Sensors: soil, water, light, humidity, temperature management

T Software: specialized software solutlolons

platforms

Connectivity:cellular,LoRa,etc

Location: @S, Satelliteetc

Robotics: Autonomous tractors, processing facilites,

Data analytics: standalone analytics solutions, data pipelines for downstream sadtitions,

= =4 -8 —a

Armed with such tools, farmers can monitor field conditions without even goihg fieeld and make
strategic decisions for the whole farm or for a single plant.

The driving f or ced aorinecsngianart mathaes erid segsors istegra@dion farms

to make farming processes ddt@/en and datenabled.
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The loT-BasedSmart Farming Cycle

The core of |1 oT Iis the data you can draw from
optimize the farming process, I0T devices installed on a farm should collect and process data in a
repetitive cycle that enables farméwgeact quickly to emerging issues and changes in ambient
conditions. Smart farming follows a cycle like this one:

1. Observation

Sensors record observational data from the crops, livestock, soil, or atmosphere.

2. Diagnostics

The sensor values aredféo a clouehosted IoT platform with predefined decision rules and médels

al so cal | ed o th#tt assertainghe sonditiongfi thee éxamined object and identify any
deficiencies or needs.
3. Deci si ons

After issues are revealed, the user, and/athim& learningdriven components of the IoT platform
determine whether locatiespecific treatment is necessary and if so, which.

4. Action

After enduser evaluation and action, the cycle repeats from the beginning.

The following are the benefits of ado new technology Internet of Things in Agriculture:

1. Climate Conditions: Climate plays a very critical role for farming. And having improper knowledge
about climate heavily deteriorates the quantity and quality of the crop production. But IoT solutions enabl
you to know the redime weather conditions. Sensors are placediénand outside of the agriculture
fields. They collect data from the environment which is used to choose the right crops which can grov
and sustain in the particular climatic conditions.

The whole IoT ecosystem is made up of sensors that can detdgtneealeather conditions like humidity,
rainfall, temperature and more very accurately. There are numerous no. of sensors available to detect
these parameters and configure accordingly to suit your smart farming requirements. These sensc
monitor the ondition of the crops and the weather surrounding them. If any disturbing weather conditions
are found, then an alert is send. What gets eliminated is the need of the physical presence during disturbi
climatic conditions which eventually increases thedpictivity and help farmers to reap more agriculture
benefits.

2. Precision Farming: Precision Agriculture/Precision Farming is one of the most famous applications
of loT in Agriculture. It makes the farming practice more precise and controlled byngamart farming
applications such as livestock monitoring, vehicle tracking, field observation, and inventory monitoring.
The goal of precision farming is to analyze the data, generated via sensors, to react accordingly.

Precision Farming helps farmaosgenerate data with the help of sensors and analyze that information to
take intelligent and quick decisions. There are numerous precision farming techniques like irrigatior
management, livestock management, vehicle tracking and many more which pédyderin increasing

the efficiency and effectiveness. With the help of Precision farming, you can analyze soil conditions an
other related parameters to increase the operational efficiency. Not only this you can also detect the re
time working condibns of the connected devices to detect water and nutrient level.

3. Smart GreenhouseTo make our greenhouses smart, 10T has enabled weather stations to automaticall
adjust the climate conditions according to a particular set of instructions. Adopladnin Greenhouses

has eliminated the human intervention, thus making entire processfigasive and increasing accuracy

at the same time. For example, using splawered 0T sensors builds modern and inexpensive
greenhouses. These sensors collect ansmit the redaime data which helps in monitoring the
greenhouse state very precisely in tgake. With the help of the sensors, the water consumption and
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greenhouse state can be monitored via emails or SMS alerts. Automatic and smart irrigatitedi®ut
with the help of 10T. These sensors help to provide information on the pressure, humidity, temperatur
and light levels.

4. Data Analytics: The conventional database system does not have enough storage for the data collecte
from the 10T sensors. Cloud based data storage and @o-end 10T Platform plays an important role in

the smart agriculture system. These systems are estimated tanpleyportant role such that better
activities can be performed. In the IoT world, sensors are the primary source of collecting data on a larc
scale. The data is analyzed and transformed to meaningful information using analytics tools. The dai
analytics lelps in the analysis of weather conditions, livestock conditions, and crop conditions.

The data collected leverages the technological innovations and thus making better decisions. With tt
help of the 10T devices, you can know the +i@ale status of therops by capturing the data from sensors.
Using predictive analytics, you can get an insight to make better decisions related to harvesting. The trer
analysis helps the farmers to know upcoming weather conditions and harvesting of crops. IoT in th
Agriculture Industry has helped the farmers to maintain the quality of crops and fertility of the land, thus
enhancing the product volume and quality.

5. Agricultural Drones: Technological advancements has almost revolutionized the agricultural
operations anthe introduction of agricultural drones is the trending disruption. The Ground and Aerial
drones are used for assessment of crop health, crop monitoring, planting, crop spraying, and field analys
With proper strategy and planning based on-tiea data drone technology has given a high rise and
makeover to the agriculture industry. Drones with thermal or multispectral sensors identify the areas th:
require changes in irrigation. Once the crops start growing, sensors indicate their health andtb&liculate
vegetation index. Eventually smart drones have reduced the environmental impact. The results have be
such that there has been a massive reduction and much lower chemical reaching the groundwater.

Smart Home:

A smart home is a residence that usgernetconnected devices to enable the remote monitoring and
management of appliances and systems, such as lighting and h&atarghome technology, also often
referred to as home automation or domotics (from the Latin "domus" meaning home), provides
homeowners security, comfort, convenience and energy efficiency by allowing them to control smar
devices, often by a smart home app on their smartphone or other networked device.

A part of the internet of things (IoT), smart home systems and devitss aerate together, sharing
consumer usage data among themselves and automating actions based on thveneosnereferences.
More recently, companies including Amazon, Apple and Google have released their own smart hom
products and domotics platformscluding Amazon Echo, Apple HomeKit and Google Home.

Examples of smart home technologies

Nearly every aspect of life where technology has entered the domestic space (lightbulbs, dishwashers a
so on) has seen the introduction of a smart halteenative:

1 Smart TVs connect to the internet to access content through applications, sucleasmad video
and music. Some smart TVs also include voice or gesture recognition.

1 In addition to being able to be controlled remotely emstomized, smart lighting systems, such
as Hue from Philips Lighting Holding B.V., can detect when occupants are in the room and adjus
lighting as needed. Smart lightbulbs can also regulate themselves based on daylight availability.
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1 Smart thermostats, sl as Nest from Nest Labs Inc., come with integrated-Mallowing users
to schedule, monitor and remotely control home temperatures. These devices also lear
homeowners' behaviors and automatically modify settings to provide residents with maximum
comfat and efficiency. Smart thermostats can also report energy use and remind users to chanc
filters, among other things.

1 Using smart locks and garageor openers, users can grant or deny access to visitors. Smart locks
can also detect when residents ararraand unlock the doors for them.

1 With smart security cameras, residents can monitor their homes when they are away or ol
vacation. Smart motion sensors are also able to identify the difference between residents, visitor:
pets and burglars, and can notfythorities if suspicious behavior is detected.

1 Pet care can be automated with connected feeders. Houseplants and lawns can be watered by v
of connected timers.

1 Kitchen appliances of all sorts are available, including smart coffee makers that carobraw y
fresh cup as soon as your alarm goes off; smart refrigerators that keep track of expiration date:
make shopping lists or even create recipes based on ingredients currently on hand; slower cooke
and toasters; and, in the laundry room, washing mashand dryers.

1 Household system monitors may, for example, sense an electric surge and turn off appliances «
sense water failures or freezing pipes and turn off the water so there isn't a flood in your basemer

Challenges:

In 2020, the smart homesanket is estimated to reach $40 billion and by 2023, it's expected to penetrate
almost 54% of householdSompanies like Nest, SimpliSafe, and Logitech are leading the way in making

Page| 26



