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Unit 5 : Embedded communications protocols and Internet of things
Introduction to Internet of Things, reference architecture of IoT, Internet principles IP addresses, MAC
addresses, TCP and UDP ports, Application layer protocols. Data protocols MQTT, XMPP, CoAP, challenges of
IoT, Building IoT applications using connecting sensors.

Introduction to Internet of Things:

Klevin Ashton introduced the term “Internet of Things” (IOT), to the world of technology in 1999. All
the real-life things (including objects, people and animals) are connected to internet, and can transfer data
over it preferably to a cloud. This data can then be used by businesses and the people, to create a world of
new possibilities and to benefit from it.
Fig. below shows the three main components of IoT i.e. things, data (cloud) and the people. For e.g. a
smart refrigerator can sense the quantity of items inside it, and then automatically generate a shopping list
to be ordered on-line. This list is put by the smart refrigerator on the cloud, where the best deals are offered
for online purchase.

Main components of IoT
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IOT is considered as a scenario of accessing any information from anywhere and accessible to
everyone. This is described as follows:
•
•
•

Anything: Eventually, any device, appliance or entity will be seamlessly connected to the Internet.
Connectivity will not be the main feature of the device, but will extend the device capabilities.
Anywhere: Any conceived wireless connectivity framework should be abstract enough to run
from any location.
Anyone: IoT accessible to anyone. Anyone will be able to connect their product to the Internet,
and also customize it to their personal preferences.

Applications of IOT:
Wired and wireless connectivity technologies
Microcontrollers
Processors
Sensors
Analog signal chain and power solutions
High-performance home
Industrial applications
Automotive applications
Battery-powered wearable
Portable electronics
Energy-harvested wireless sensor nodes.
In automotive appliances, IoT is mainly used for infotainment purposes such as connecting between the
phones and the speakers of the car, activating the engine through voice control etc.
In the personal area network we encounter wearable devices for entertainment and location tracking.
For example, it can be a Bluetooth headset or a GPS tracker. These devices facilitate the user to help
enhance their health and wellness, and to gather information around the user.
At home we are surrounded with an ever-growing number of appliances, multimedia devices and other
consumer gadgets.
In home automation systems, IoT applications include monitoring and controlling the devices inside a
home in an intelligent way. They include lighting and temperature control among the connected appliances
for effective use of energy.
While on-the-go, we use private or public transportation vehicles and infrastructure to improve our
mobility time utilization.
In industries, sensors might be introduced for production efficiency, maintenance and failure
management.
And at a metropolitan level smart building management system include smart cities equipped with smart
city lights, residential e-meters, surveillance cameras for traffic control, pipeline leak detection etc.
Healthcare IoT applications include remote monitoring of patients for example heart rate, blood pressure
level etc.
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Reference Architecture of IOT:
IoT is an umbrella term that includes multiple different categories:
• Wireless sensor/actuator networks
• Internet-connected wearables
• Low power embedded systems
• RFID enabled tracking
• Use of mobile phones to interact with the real world (e.g. sensing)
• Devices that connect via Bluetooth-enabled mobile phones to the Internet
• Smart homes
• Connected cars
And many more
The result is that no single architecture will suit all these areas and the requirements each area brings.
However, a modular scalable architecture that supports adding or subtracting capabilities, as well as
supporting many requirements across a wide variety of these use cases is inherently useful and valuable.
The reference architecture consists of a set of components. Layers can be realized by means of specific
technologies, and we will discuss options for realizing each component. There are also some crosscutting/vertical layers such as access/identity management.

Fig: Reference architecture of IoT
The layers are
• Client/external communications - Web/Portal, Dashboard, APIs
• Event processing and analytics (including data storage)
• Aggregation/bus layer – ESB and message broker
• Relevant transports - MQTT/HTTP/XMPP/CoAP/AMQP, etc.
• Devices
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The cross-cutting layers are
• Device manager
• Identity and access management
The Device Layer: The bottom layer of the architecture is the device layer. Devices can be of various
types, but in order to be considered as IoT devices, they must have some communications that either
indirectly or directly attaches to the Internet. Examples of direct connections are
• Arduino with Arduino Ethernet connection
• Arduino Yun with a Wi-Fi connection
• Raspberry Pi connected via Ethernet or Wi-Fi
• Intel Galileo connected via Ethernet or Wi-Fi Examples of indirectly connected device include
• ZigBee devices connected via a ZigBee gateway
• Bluetooth or Bluetooth Low Energy devices connecting via a mobile phone
• Devices communicating via low power radios to a Raspberry Pi
There are many more such examples of each type.
Each device typically needs an identity. The identity may be one of the following:
• A unique identifier (UUID) burnt into the device (typically part of the System-on-Chip, or
provided by a secondary chip)
• A UUID provided by the radio subsystem (e.g. Bluetooth identifier, Wi-Fi MAC address)
• An OAuth2 Refresh/Bearer Token (this may be in addition to one of the above)
• An identifier stored in nonvolatile memory such as EEPROM
For the reference architecture we recommend that every device has a UUID (preferably an unchangeable
ID provided by the core hardware) as well as an OAuth2 Refresh and Bearer token stored in EEPROM.
The Communications Layer: The communication layer supports the connectivity of the devices. There
are multiple potential protocols for communication between the devices and the cloud. The most well
known three potential protocols are
• HTTP/HTTPS (and RESTful approaches on those)
• MQTT
• Constrained application protocol (CoAP)
HTTP is well known, and there are many libraries that support it. Because it is a simple textbased protocol,
many small devices such as 8-bit controllers can only partially support the protocol – for example enough
code to POST or GET a resource. The larger 32-bit based devices can utilize full HTTP client libraries
that properly implement the whole protocol.
There are several protocols optimized for IoT use. The two best known are MQTT and CoAP. MQTT is
a publish-subscribe messaging system based on a broker model. The protocol has a very small overhead
(as little as 2 bytes per message), and was designed to support lossy and intermittently connected
networks. MQTT was designed to flow over TCP.
CoAP is a protocol from the IETF that is designed to provide a RESTful application protocol modeled on
HTTP semantics, but with a much smaller footprint and a binary rather than a text-based approach. CoAP
is a more traditional client-server approach rather than a brokered approach. CoAP is designed to be used
over UDP.
The Aggregation/Bus Layer: An important layer of the architecture is the layer that aggregates and
brokers communications. This is an important layer for three reasons:
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1. The ability to support an HTTP server and/or an MQTT broker to talk to the devices;
2. The ability to aggregate and combine communications from different devices and to route
communications to a specific device (possibly via a gateway)
3. The ability to bridge and transform between different protocols, e.g. to offer HTTPbased APIs that
are mediated into an MQTT message going to the device.
The Event Processing and Analytics Layer: This layer takes the events from the bus and provides the
ability to process and act upon these events. A core capability here is the requirement to store the data into
a database. This may happen in three forms.
The traditional model here would be to write a serverside application, e.g. this could be a JAX-RS
application backed by a database. However, there are many approaches where we can support more agile
approaches. The first of these is to use a big data analytics platform. This is a cloud-scalable platform that
supports technologies such as Apache Hadoop to provide highly scalable map reduce analytics on the data
coming from the devices. The second approach is to support complex event processing to initiate near
real-time activities and actions based on data from the devices and from the rest of the system.
Client/External Communications Layer: The reference architecture needs to provide a way for these
devices to communicate outside of the device-oriented system. This includes three main approaches.
Firstly, we need the ability to create web-based front-ends and portals that interact with devices and with
the event-processing layer. Secondly, we need the ability to create dashboards that offer views into
analytics and event processing. Finally, we need to be able to interact with systems outside this network
using machine-to-machine communications (APIs). These APIs need to be managed and controlled and
this happens in an API management system.
Device management (DM): is handled by two components. A server-side system (the device manager)
communicates with devices via various protocols and provides both individual and bulk control of devices.
It also remotely manages software and applications deployed on the device. It can lock and/or wipe the
device if necessary. The device manager works in conjunction with the device management agents. There
are multiple different agents for different platforms and device types. DM supports the following:
• Managing the software on the device
• Enabling/disabling features of the device (e.g. camera, hardware, etc.)
• Management of security controls and identifiers
• Monitoring the availability of the device
• Maintaining a record of the device’s location if available
• Locking or wiping the device remotely if the device is compromised, etc.
Identity and Access Management: The final layer is the identity and access management layer. This
layer needs to provide the following services:
•
•
•
•
•

OAuth2 token issuing and validation
Other identity services including SAML2 SSO and OpenID Connect support for identifying
inbound requests from the Web layer
XACML PDP
Directory of users (e.g. LDAP)
Policy management for access control (policy control point)

The identity layer may of course have other requirements specific to the other identity and access
management for a given instantiation of the reference architecture.
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Internet principles:
IP addresses:
IP stands for Internet Protocol and describes a set of standards and requirements for creating and
transmitting data packets, or datagrams, across networks. An IP address (internet protocol address) is a
numerical representation that uniquely identifies a specific interface or device on the network.
IP versions: There are two versions of IP in use today, IPv4 and IPv6. The original IPv4 protocol is still
used today on both the internet, and many corporate networks. However, the IPv4 protocol only allowed
for 232 addresses. This, coupled with how addresses were allocated, led to a situation where there would
not be enough unique addresses for all devices connected to the internet.
IPv4 addresses are actually 32-bit binary numbers, consisting of the two subaddresses (identifiers)
mentioned above which, respectively, identify the network and the host to the network, with an imaginary
boundary separating the two. An IP address is, as such, generally shown as 4 octets of numbers from 0255 represented in decimal form instead of binary form.
For example, the address 168.212.226.204
10101000.11010100.11100010.11001100.

represents

the

32-bit

binary

number

IPv6 was developed by the Internet Engineering Task Force (IETF), and was formalized in 1998. This
upgrade substantially increased the available address space and allowed for 2128 addresses. In addition,
there were changes to improve the efficiency of IP packet headers, as well as improvements to routing
and security.
The IPv6 has a theoretical limit of 3.4 x 1038 addresses. That’s over 340 undecillion addresses, which is
reportedly enough addresses to assign one to every single atom on the surface of the earth.
IPv6 addresses are represented by eight sets of four hexadecimal digits, and each set of numbers is
separated by a colon. An example IPv6 address would look like this:
2DAB:FFFF:0000:3EAE:01AA:00FF:DD72:2C4A
IP Configuration: Static IP configuration and Dynamic IP configuration
A static IP address is an IP address that was manually configured for a device, versus one that was assigned
by a DHCP server. It's called static because it doesn't change.Routers, phones, tablets, desktops, laptops,
and any other device that can use an IP address can be configured to have a static IP address. This might
be done through the device giving out IP addresses (like the router) or by manually typing the IP address
into the device from the device itself.
A dynamic IP address is a regular address like a static IP is, but it's not permanently tied to a device.
Instead, dynamic IP addresses are used for a specific amount of time and then returned to an address pool
so that other devices can use them. This is one reason that dynamic IP addresses are useful. If an ISP used
static IP addresses for their customers, there'd constantly be a limited supply of addresses for new
customers. Dynamic addresses provide a way for IP addresses to be reused when they're not in use
elsewhere, providing internet access for more devices than would otherwise be possible.
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MAC addresses:
The Media Access Control (MAC) address is a binary number used to uniquely identify computer network
adapters. No two anywhere should have the same MAC address. These numbers (sometimes called
hardware addresses or physical addresses) are embedded into the network hardware during the
manufacturing process, or stored in firmware, and designed to not be modified.
Some also refer to them as Ethernet addresses for historical reasons, but multiple types of networks all
utilize MAC addressing including Ethernet, Wi-Fi, and Bluetooth. You can see your network adapter’s
MAC addresses by using the command prompt in Windows with the ipconfig /all command. It looks
something like this:
Ethernet adapter Local Area Connection 2:
.
.
Physical Address. . . . . . . . . : 00-1D-60-2F-4B-39
Each network adapter on your computer, including wired and wireless interfaces, has one.MAC addresses
are typically used only to direct packets from one device to the next as data travels on a network.
That means that your computer’s network adapter’s MAC address travels the network only until the next
device along the way. If you have a router, then your machine’s MAC address will go no further than that.
The MAC address of your router’s internet connection will show up in packets sent further upstream, until
that too is replaced by the MAC address of the next device – likely either your modem or your ISP’s
router.
The Format of a MAC Address: Traditional MAC addresses are 12-digit (6 bytes or 48 bits) hexadecimal
numbers. By convention, they are usually written in one of the following three formats:
1. MM:MM:MM:SS:SS:SS
2. MM-MM-MM-SS-SS-SS
3. MMM.MMM.SSS.SSS
The leftmost 6 digits (24 bits) called a "prefix" is associated with the adapter manufacturer (M). Each
vendor registers and obtains MAC prefixes as assigned by the IEEE. Vendors often possess many prefix
numbers associated with their different products. For example, the prefixes 00:13:10, 00:25:9C and
68:7F:74 (plus many others) all belong to Linksys (Cisco Systems).
The rightmost digits of a MAC address represent an identification number for the specific device (S).
Among all devices manufactured with the same vendor prefix, each is given their own unique 24-bit
number. Note that hardware from different vendors may happen to share the same device portion of the
address.

TCP and UDP ports:
The devices and comptuers connected to the Internet use a protocol called TCP/IP to communicate with
each other. When a computer in India wants to send a piece of data to a computer in England, it must
know the destination IP address that it woud like to send the information to. That information is sent most
often via two methods, UDP and TCP.
Transmission Control Protocol (TCP): TCP stands for Transmission Control Protocol. Using this
method, the computer sending the data connects directly to the computer it is sending the data it to, and
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stays connected for the duration of the transfer. With this method, the two computers can guarantee that
the data has arrived safely and correctly, and then they disconnect the connection. This method of
transferring data tends to be quicker and more reliable, but puts a higher load on the computer as it has to
monitor the connection and the data going across it. A real life comparison to this method would be to
pick up the phone and call a friend. You have a conversation and when it is over, you both hang up,
releasing the connection.
When you load a web page, your computer sends TCP packets to the web server’s address, asking it to
send the web page to you. The web server responds by sending a stream of TCP packets, which your web
browser stitches together to form the web page and display it to you. When you click a link, sign in, post
a comment, or do anything else, your web browser sends TCP packets to the server and the server sends
TCP packets back. TCP is not just one way communication — the remote system sends packets back to
acknowledge it is received your packets.
TCP guarantees the recipient will receive the packets in order by numbering them. The recipient sends
messages back to the sender saying it received the messages. If the sender does not get a correct response,
it will resend the packets to ensure the recipient received them. Packets are also checked for errors. TCP
is all about this reliability — packets sent with TCP are tracked so no data is lost or corrupted in transit.
This is why file downloads do not become corrupted even if there are network hiccups. Of course, if the
recipient is completely offline, your computer will give up and you will see an error message saying it
can not communicate with the remote host.
User Datagram Protocol (UDP): UDP stands for User Datagram Protocol. Using this method, the
computer sending the data packages the information into a nice little package and releases it into the
network with the hopes that it will get to the right place. What this means is that UDP does not connect
directly to the receiving computer like TCP does, but rather sends the data out and relies on the devices
in between the sending computer and the receiving computer to get the data where it is supposed to go
properly.
This method of transmission does not provide any guarantee that the data you send will ever reach its
destination. On the other hand, this method of transmission has a very low overhead and is therefore very
popular to use for services that are not that important to work on the first try. A comparison you can use
for this method is the plain old Indian Postal Service. You place your mail in the mailbox and hope the
Postal Service will get it to the proper location. Most of the time they do, but sometimes it gets lost along
the way.
UDP is smaller, faster, and more suitable for fast embedded network communication. UDP allows
embedded devices to use the Internet Protocol (IP) to send data to, and receive data from remote network
nodes. The remote nodes can be on the same local network, or on remote networks that are accessible
over the Internet.
UDP data is sent in connectionless packets. That means the UDP and IP protocols do not guarantee
delivery, the node sending data cannot assume the intended recipient received the data just because the
data was sent onto the network. So UDP packets requires acknowledgement of receipt must be manually
acknowledged by the receiving application.
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While the transfer of data, the existence of ports is a matter of high significance. Each data packet comes
with a port number associated with it. This enables the protocols to decide that what are the requirements
of the data packets and to which port are they supposed to be directed. In fact, the existence of ports is
crucial to make sure that data packets reach their desired destinations accurately. In addition to this, there
are a lot of other features such as the security of data packets which is catered by the different types of
ports. The versatility of these TCP and UDP ports available enables you to select the most appropriate
one for your task according to your requirement.
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Following are some of the common TCP and UDP default ports.

Dynamic Host Configuration Protocol (DHCP):
The IP address can be pre-assigned but it is impractical for product deployment and cannot be pre-assigned
to products without prior knowledge of the network environment in which the products will be deployed.
And also there is no prior knowledge of how many nodes will exist on the network, or indeed how many
of the possible total number of nodes will be active at any one time.
DHCP provides an alternative to static IP address assignment. DHCP servers exist on local networks to
dynamically allocate IP addresses to nodes on the same network. When a network enabled product boots
up it contacts the DHCP server to request its IP address, removing the need for each node to be statically
configured.

Domain Name System (DNS):
The Domain Name System (DNS) is a hierarchical distributed naming system for computers, services, or
any resource connected to the Internet or a private network. It associates various information with domain
names assigned to each of the participating entities. Most prominently, it translates domain names, which
can be easily memorized by humans, to the numerical IP addresses needed for the purpose of computer
services and devices worldwide. The Domain Name System is an essential component of the functionality
of most Internet services because it is the Internet's primary directory service.
For example, entering "ping www.freertos.org" in the command console of a desktop computer will show
a ping request being sent to the IP address 195.8.66.1 (today anyway) a DNS server resolved the string
"www.freertos.org" to the IP address 195.8.66.1.

Application Layer Protocols:
An application layer protocol defines how application processes (clients and servers), running on
different end systems, pass messages to each other. In particular, an application layer protocol defines:
• The types of messages, e.g., request messages and response messages.
• The syntax of the various message types, i.e., the fields in the message and how the fields are
delineated.
• The semantics of the fields, i.e., the meaning of the information that the field is supposed to
contain;
• Rules for determining when and how a process sends messages and responds to messages.
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SMTP (Simple Mail Transfer Protocol):
•
•
•
•
•
•

One of the most popular network service is electronic mail (e-mail).
The TCP/IP protocol that supports electronic mail on the Internet is called Simple Mail Transfer
Protocol (SMTP).
SMTP transfers messages from senders' mail servers to the recipients' mail servers using TCP
connections.
Users based on e-mail addresses.
SMTP provides services for mail exchange between users on the same or different computers.
Following the client/server model:
o SMTP has two sides: a client side which executes on a sender's mail server, and server
side which executes on recipient's mail server.
o Both the client and
o server sides of SMTP run on every mail server.
o When a mail server sends mail (to other mail servers), it acts as an SMTP client.
o When a mail server receives mail (from other mail servers) it acts as an SMTP server.

TELNET (Terminal Network):
•
•

TELNET is client-server application that allows a user to log onto remote machine and lets
the user to access any application program on a remote computer.
TELNET uses the NVT (Network Virtual Terminal) system to encode characters on the local
system.
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On the server (remote) machine, NVT decodes the characters to a form acceptable to the
remote machine.
TELNET is a protocol that provides a general, bi-directional, eight-bit byte oriented
communications facility.
Many application protocols are built upon the TELNET protocol
Telnet services are used on PORT 23.

FTP (File Transfer Protocol):
•
•
•
•
•
•
•

FTP is the standard mechanism provided by TCP/IP for copying a file from one host to
another.
FTP differs form other client-server applications because it establishes 2 connections
between hosts.
Two connections are: Data Connection and Control Connection.
Data Connection uses PORT 20 for the purpose and control connection uses PORT 21 for
the purpose.
FTP is built on a client-server architecture and uses separate control and data connections
between the client and the server.
One connection is used for data transfer, the other for control information (commands and
responses).
It transfer data reliably and efficiently.

POP (Post Office Protocol):
•
•
•

POP is also called as POP3 protocol.
This is a protocol used by a mail server in conjunction with SMTP to receive and holds mail for
hosts.
POP3 mail server receives e-mails and filters them into the appropriate user folders. When a user
connects to the mail server to retrieve his mail, the messages are downloaded from mail server to
the user's hard disk.

HTTP (Hypertext Transfer Protocol):
•
•
•
•
•
•

This is a protocol used mainly to access data on the World Wide Web (www).
The Hypertext Transfer Protocol (HTTP) the Web's main application-layer protocol although
current browsers can access other types of servers
A respository of information spread all over the world and linked together.
The HTIP protocol transfer data in the form of plain text, hyper text, audio, video and so on.
HTTP utilizes TCP connections to send client requests and server replies.
it is a synchronous protocol which works by making both persistent and non persistent
connections.

Domain Name System (DNS):
•
•

To identify an entity, TCP/IP protocol uses the IP address which uniquely identifies the
connection of a host to the Internet.
DNS is a hierarchical system, based on a distributed database, that uses a hierarchy of Name
Servers to resolve Internet host names into the corresponding IP addresses required for packet
routing by issuing a DNS query to a name server.
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However, people refer to use names instead of address. Therefore, we need a system that can
map a name to an address and conversely an address to name.
In TCP/IP, this is the domain name system.
DNS in the Internet: DNS is protocol that can be used in different platforms.
Domain name space is divided into three categories.

Generic Domain: The generic domain defines registered hosts according, to their generic
behaviour. Each node in the tree defines a domain which is an index to the domain name space
database.

•
•

Country Domain: The country domain section follows the same format as the generic domain
but uses 2 characters country abbreviations (e.g., US for United States) in place of 3 characters.
Inverse Domain: The inverse domain is used to map an address to a name.

Network File System:
• To access data stored on another machine (i.e. a server) the server would implement NFS
daemon processes to make data available to clients.
• The server administrator determines what to make available and ensures it can recognize
validated clients.
• From the client's side, the machine requests access to exported data, typically by issuing a mount
command. If successful, the client machine can then view and interact with the file systems
within the decided parameters.

Data protocols: MQTT, XMPP, CoAP
MQTT: Message Queue Telemetry Transport.
•
•
•
•
•

ISO standard (ISO/IEC PRF 20922).
It is a publish‐subscribe‐based lightweight messaging protocol for use in conjunction with the
TCP/IP protocol.
MQTT was introduced by IBM in 1999 and standardized by OASIS in 2013.
Designed to provide connectivity (mostly embedded) between applications and middle‐wares on
one side and networks and communications on the other side.
A message broker controls the publish‐subscribe messaging pattern.
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A topic to which a client is subscribed is updated in the form of messages and distributed by the
message broker.
Designed for:
Remote connections
Limited bandwidth
Small‐code footprint

MQTT Components:
• Publishers – Lightweight sensors
• Subscribers – Applications interested in sensor data
• Brokers - Connect publishers and subscribers, Classify sensor data into topics
MQTT Methods:
• Connect
• Disconnect
• Subscribe
• Unsubscribe
• Publish

MQTT Communication:
• The protocol uses a publish/subscribe architecture (HTTP uses a request/response paradigm).
• Publish/subscribe is event‐driven and enables messages to be pushed to clients.
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The central communication point is the MQTT broker, which is in charge of dispatching all
messages between the senders and the rightful receivers.
Each client that publishes a message to the broker, includes a topic into the message. The topic is
the routing information for the broker.
Each client that wants to receive messages subscribes to a certain topic and the broker delivers all
messages with the matching topic to the client.
Therefore the clients don’t have to know each other. They only communicate over the topic.
This architecture enables highly scalable solutions without dependencies between the data
producers and the data consumers.

MQTT Topics
• A topic is a simple string that can have more hierarchy levels, which are separated by a slash.
• A sample topic for sending temperature data of the living room could be house/living‐
room/temperature.
• On one hand the client (e.g. mobile device) can subscribe to the exact topic or on the other
hand, it can use a wildcard.
• The subscription to house/+/temperature would result in all messages sent to the previously
mentioned topic house/livingroom/temperature, as well as any topic with an arbitrary value in
the place of living room, such as house/kitchen/temperature.
• The plus sign is a single level wild card and only allows arbitrary values for one hierarchy.
• If more than one level needs to be subscribed, such as, the entire sub‐tree, there is also a
multilevel wildcard (#).
• It allows to subscribe to all underlying hierarchy levels. For example house/# is subscribing to
all topics beginning with house.
Applications
• Facebook Messenger uses MQTT for online chat.
• Amazon Web Services use Amazon IoT with MQTT.
• Microsoft Azure IoT Hub uses MQTT as its main protocol for telemetry messages.
• The EVRYTHNG IoT platform uses MQTT as an M2M protocol for millions of connected
products.
• Adafruit launched a free MQTT cloud service for IoT experimenters called Adafruit IO.

CoAP: Constrained Application Protocol.
•
•
•
•
•
•
•
•
•

Web transfer protocol for use with constrained nodes and networks.
Designed for Machine to Machine (M2M) applications such as smart energy and building
automation.
Based on Request‐Response model between end‐points
Client‐Server interaction is asynchronous over a datagram oriented transport protocol such as UDP
The Constrained Application Protocol (CoAP) is a session layer protocol designed by IETF
Constrained RESTful Environment
(CoRE) working group to provide lightweight RESTful (HTTP) interface.
Representational State Transfer (REST) is the standard interface between HTTP client and servers.
Lightweight applications such as those in IoT, could result in significant overhead and power
consumption by REST.
CoAP is designed to enable low‐power sensors to use RESTful services while meeting their power
constraints.
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Built over UDP, instead of TCP (which is commonly used with HTTP) and has a light mechanism
to provide reliability.
CoAP architecture is divided into two main sub‐layers:
Messaging
Request/response.
The messaging sub‐layer is responsible for reliability and duplication of messages, while the
request/response sub‐layer is responsible for communication.
CoAP has four messaging modes:
Confirmable
Non‐confirmable
Piggyback
Separate
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Confirmable and non‐confirmable modes represent the reliable and unreliable transmissions,
respectively, while the other modes are used for request/response.
Piggyback is used for client/server direct communication where the server sends its response
directly after receiving the message, i.e., within the acknowledgment message.
On the other hand, the separate mode is used when the server response comes in a message
separate from the acknowledgment and may take some time to be sent by the server.
Similar to HTTP, CoAP utilizes GET, PUT, PUSH, DELETE messages requests to retrieve, create,
update, and delete, respectively.

Features
• Reduced overheads and parsing complexity.
• URL and content‐type support.
• Support for the discovery of resources provided by known CoAP services.
• Simple subscription for a resource and resulting push notifications.
• Simple caching based on maximum message age.

XMPP – Extensible Messaging and Presence Protocol.
•
•
•
•
•
•
•
•

A communication protocol for message‐oriented middleware based on XML (Extensible Markup
Language).
Real‐time exchange of structured data.
It is an open standard protocol.
XMPP uses a client‐server architecture.
As the model is decentralized, no central server is required.
XMPP provides for the discovery of services residing locally or across a network, and the
availability information of these services.
Well‐suited for cloud computing where virtual machines, networks, and firewalls would otherwise
present obstacles to alternative service discovery and presence‐based solutions.
Open means to support machine‐to‐machine or peer‐to‐peer communications across a diverse set
of networks.

Highlights
• Decentralization – No central server; anyone can run their own XMPP server.
• Open standards – No royalties or granted permissions are required to implement these
specifications
• Security – Authentication, encryption, etc.
• Flexibility – Supports interoperability
Core XMPP Technologies
Core - information about the core XMPP technologies for XML streaming
Jingle - multimedia signalling for voice, video, file transfer
Multi‐user Chat - flexible, multi‐party communication
PubSub - alerts and notifications for data syndication
BOSH - HTTP binding for XMPP
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Weaknesses
• Does not support QoS.
• Text based communications induces higher network overheads.
• Binary data must be first encoded to base64 before transmission.
Applications
• Publish‐subscribe systems
• Signaling for VoIP
• Video
• File transfer
• Gaming
• Internet of Things applications
• Smart grid
• Social networking services

Challenges of IoT
IOT (Internet of Things) was first coined by Kevin Ashton in 1999, but interestingly, it has never became
a buzzword, rather it silently revolutionized the industrial sector and gradually paving its way in the
consumer market.
Even, Accenture’s latest Industrial Internet of Things trend study confirms that 60% of the companies are
already engaged in IoT projects, more than 30% are at an early stage of deployment though. And 69% of
these companies’ IoT intitivaties are focused on reducing operational cost.
But in doing so, many companies face critical challenges related to security network investment and data
analysis. A list of 10 common challenges faced by enterprises that cause quality issues, leading to the
project failure, including budget overruns and long completion times.
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1. Compatibility and Interoperability of Different IoT systems: As per the market analysts at
McKinsey, 40% to 60% of the total values lies on our ability to achieve interoperability between different
IoT systems. With numerous vendors, OEMs, and service providers, it becomes really difficult to maintain
interoperability between different IoT systems.
2. Identification and Authentication of Technologies: According to a report, there are around 20 billion
connected devices at present, and to connect all the devices involves a lot of security risks and not just
complexity. Bringing along a large number of connected devices on one platform needs formalization and
system architecture that can identify and authenticate those devices.
3. Integration of IoT Products with IoT Platforms: For the successful implementation of IoT
application, enterprises need to integrate various IoT connected products with right IoT platforms. Lack
of proper integration could lead to abnormalities in functions and efficiency to deliver value to the
customers.
4. Connectivity: It is the part of networking challenges, as the Internet is still not available everywhere
at the same speed. A global mobile satellite company Inmarsat revealed that 24% finds connectivity issue
as the one of the biggest challenges in IoT deployment.
5. Handling Unstructured Data: Growing connected devices will increase the challenges of handling
unstructured data on the parameters of volume, velocity, and variety. However, the real challenge for the
organizations is to determine which data is valuable, as only quality data is actionable data.
6. Data Capturing Capabilities: The purpose of capturing data is to transform the information collected
from various sources in a standard format that can be analyzed and automated. As IoT is mainly about
dependence on sensors for signals and networks for the distribution, chances are that due to certain
anomalies in runtime, such as a shutdown of power, incorrect data may get recorded.
7. Intelligent Analytics: At this stage, we are at the very purpose of IoT i.e. translating data into
meaningful information. A flaw in data or data model could lead to false positives and false negatives.
We have to understand the data in itself is not an insight, rather right questions have to be asked from the
precise data to gain the insight.
8. Data Security and Privacy Issues: Even top companies like Apple, known for big security claims,
and visionaries like Elon Musk have not been spared by hackers. Recent cases of ransomware attacks
have also challenged the confidence of corporate.
A latest research claims that by 2020, 25% of cyber attacks will target IoT devices.
•
•
•
•
•
•

Malware infiltration: 24%
Phishing attacks: 24%
Social engineering attacks: 18%
Device misconfiguration issues: 11%
Privilege escalation: 9%
Credential theft:6%

When it comes to cyber security, lapses could be from both company and consumer side, so it is essential
for each party to take necessary measures to improve security.
9. Consumer Awareness: Many people are not aware of IoT, but they understand the dependence on
Smart Apps like news apps, stocks applications, entertainment applications. It is not actually important
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for the consumers to how things work technically, but lack of basic awareness can create a fear of security
and cost, which could lead to the slow adoption of technology.
10. Delivering Value: According to Forbes Insights Survey, 29% executives feel major challenge in
building IoT capabilities is the quality of IoT technology. This data reveals the struggle of IoT application
development companies in bringing the value for their consumers. So, before plunging into the
development of IoT applications, an enterprise must clearly define what value they are going to deliver
through what capabilities. And how their solution will enhance the efficiency and productivity, while also
generating customer-satisfaction.

Building IoT applications using connecting sensors:
Water tank monitoring systems using IoT:
Water source is necessary and an important factor in agricultural and farm production and is a key of our
quality of life as well. Monitoring water level of a water source, such as water tank or borewell etc., plays
a key role in agricultural. For example if a water level drops below the threshold level for pumping in a
borewell, the pump motor may get damaged due to dry running. In such case monitoring water level and
controlling the water pump accordingly becomes necessary task. There are many other situations where
water level monitoring is an important task. It may be used to preserve water or to study the water usage
of a water source.
Solution: We mount the ultrasonic level sensor in your tanks. The sensor senses the distance between the
fluid and itself and sends the distance data to a cellular/satellite gateway. The data is further transmitted
to our cloud, where we convert the raw data into meaningful information (fluid quantity in the tanks) and
display it on any IoT platform dashboard.
You can access the dashboards to get real-time information and advanced analytics on your mobile phones
as well as desktop. You can also define threshold limits for your inventory levels, so whenever the level
goes beyond or less than pre-defined limits, you get alerts via app, SMS, and Emails.

Fig: Water tank monitoring/controlling system
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The Solution Empowers You To
• Optimize Demand – Supply
• Reduce Human Resource Requirement
• Trace leaks in Real-time
• Trace water theft
• Reduce manual operations
• Keep the costs low
• Witness no overflow or dry running of water pumps
Arduino UNO Board The hardware of the proposed system consists of Arduino microcontroller
development board, Ultrasonic Sensors, Wi-Fi module to collect & transfer data to cloud. Data is collected
from sensor using Arduino Uno microcontroller. Arduino is a open source hardware platform which is
able to work with various sensors and communication technology. There are different types of Arduino
microcontroller that are used for different purpose. It not only control devices but also can read data from
all types of sensor. It is simple, low cost and easy to use. It takes 5V voltage as input speed 16 MHz.
Arduino Uno contains the 14 digital i/o pins and 6 analog input pins to connect various sensors that gives
analog inputs.
Ultrasonic sensor: As the name indicates, ultrasonic sensors measure distance by using ultrasonic waves.
The sensor head emits an ultrasonic wave and receives the wave reflected back from the target. Ultrasonic
Sensors measure the distance to the target by measuring the time between the emission and reception.

The distance can be calculated with the following formula:
Distance L = 1/2 × T × C
where L is the distance, T is the time between the emission and reception, and C is the sonic speed. (The
value is multiplied by 1/2 because T is the time for go-and-return distance.)
Wi-Fi Module: WI-FI: The WI-FI module used in this project is ESP8266. It follows TCP/IP stack and
is a microchip which is less in cost. This microchip allows microcontroller to connect to a WI-FI network,
by using Hayes style command connections are done or made through TCP/IP connection. ESP8266
has 1MB of built in flash, single chip devices able to connect WI-FI.
IoT cloud/server: IoT devices are devices with multiple sensors connected to the cloud, typically via
gateways. There are several IoT Cloud Platforms in the market today provided by different service
providers that host wide ranging applications. These can also be extended to services that use advanced
machine learning algorithms for predictive analysis especially in disaster prevention and recovering
planning using data from the edge devices.
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IoT cloud platforms bring together capabilities of IoT devices and Cloud Computing delivered as a service
over an end-to-end to platform. They are also referred by other terms such as Cloud Service IoT Platform.
We can use any of the following cloud platforms:
• Thingworx
• Microsoft Azure IoT Suite.
• Google Cloud's IoT Platform.
• IBM Watson IoT Platform.
• AWS IoT Platform.
• Cisco IoT Cloud Connect.
• Salesforce IoT Cloud.
• Kaa IoT Platform.
• Oracle IoT Platform
• Thingspeak IoT platform
• GE Predix IoT Platform
Flowchart:
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Smart Farming:

Smart Farming is an emerging concept that refers to managing farms using modern Information and
Communication Technologies to increase the quantity and quality of products while optimizing the
human labor required.
Among the technologies available for present-day farmers are:
• Sensors: soil, water, light, humidity, temperature management
• Software: specialized software solutions that target specific farm types or use case agnostic IoT
platforms
• Connectivity: cellular, LoRa, etc.
• Location: GPS, Satellite, etc.
• Robotics: Autonomous tractors, processing facilities, etc.
• Data analytics: standalone analytics solutions, data pipelines for downstream solutions, etc.
Armed with such tools, farmers can monitor field conditions without even going to the field and make
strategic decisions for the whole farm or for a single plant.
The driving force of smart farming is IoT —connecting smart machines and sensors integrated on farms
to make farming processes data-driven and data-enabled.
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The IoT-Based Smart Farming Cycle
The core of IoT is the data you can draw from things (“T”) and transmit over the Internet (“I”). To
optimize the farming process, IoT devices installed on a farm should collect and process data in a
repetitive cycle that enables farmers to react quickly to emerging issues and changes in ambient
conditions. Smart farming follows a cycle like this one:
1. Observation
Sensors record observational data from the crops, livestock, soil, or atmosphere.
2. Diagnostics
The sensor values are fed to a cloud-hosted IoT platform with predefined decision rules and models—
also called “business logic”—that ascertain the condition of the examined object and identify any
deficiencies or needs.
3. Decisions
After issues are revealed, the user, and/or machine learning-driven components of the IoT platform
determine whether location-specific treatment is necessary and if so, which.
4. Action
After end-user evaluation and action, the cycle repeats from the beginning.
The following are the benefits of adopting new technology - Internet of Things in Agriculture:
1. Climate Conditions: Climate plays a very critical role for farming. And having improper knowledge
about climate heavily deteriorates the quantity and quality of the crop production. But IoT solutions enable
you to know the real-time weather conditions. Sensors are placed inside and outside of the agriculture
fields. They collect data from the environment which is used to choose the right crops which can grow
and sustain in the particular climatic conditions.
The whole IoT ecosystem is made up of sensors that can detect real-time weather conditions like humidity,
rainfall, temperature and more very accurately. There are numerous no. of sensors available to detect all
these parameters and configure accordingly to suit your smart farming requirements. These sensors
monitor the condition of the crops and the weather surrounding them. If any disturbing weather conditions
are found, then an alert is send. What gets eliminated is the need of the physical presence during disturbing
climatic conditions which eventually increases the productivity and help farmers to reap more agriculture
benefits.
2. Precision Farming: Precision Agriculture/Precision Farming is one of the most famous applications
of IoT in Agriculture. It makes the farming practice more precise and controlled by realizing smart farming
applications such as livestock monitoring, vehicle tracking, field observation, and inventory monitoring.
The goal of precision farming is to analyze the data, generated via sensors, to react accordingly.
Precision Farming helps farmers to generate data with the help of sensors and analyze that information to
take intelligent and quick decisions. There are numerous precision farming techniques like irrigation
management, livestock management, vehicle tracking and many more which play a vital role in increasing
the efficiency and effectiveness. With the help of Precision farming, you can analyze soil conditions and
other related parameters to increase the operational efficiency. Not only this you can also detect the realtime working conditions of the connected devices to detect water and nutrient level.
3. Smart Greenhouse: To make our greenhouses smart, IoT has enabled weather stations to automatically
adjust the climate conditions according to a particular set of instructions. Adoption of IoT in Greenhouses
has eliminated the human intervention, thus making entire process cost-effective and increasing accuracy
at the same time. For example, using solar-powered IoT sensors builds modern and inexpensive
greenhouses. These sensors collect and transmit the real-time data which helps in monitoring the
greenhouse state very precisely in real-time. With the help of the sensors, the water consumption and
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greenhouse state can be monitored via emails or SMS alerts. Automatic and smart irrigation is carried out
with the help of IoT. These sensors help to provide information on the pressure, humidity, temperature
and light levels.
4. Data Analytics: The conventional database system does not have enough storage for the data collected
from the IoT sensors. Cloud based data storage and an end-to-end IoT Platform plays an important role in
the smart agriculture system. These systems are estimated to play an important role such that better
activities can be performed. In the IoT world, sensors are the primary source of collecting data on a large
scale. The data is analyzed and transformed to meaningful information using analytics tools. The data
analytics helps in the analysis of weather conditions, livestock conditions, and crop conditions.
The data collected leverages the technological innovations and thus making better decisions. With the
help of the IoT devices, you can know the real-time status of the crops by capturing the data from sensors.
Using predictive analytics, you can get an insight to make better decisions related to harvesting. The trend
analysis helps the farmers to know upcoming weather conditions and harvesting of crops. IoT in the
Agriculture Industry has helped the farmers to maintain the quality of crops and fertility of the land, thus
enhancing the product volume and quality.
5. Agricultural Drones: Technological advancements has almost revolutionized the agricultural
operations and the introduction of agricultural drones is the trending disruption. The Ground and Aerial
drones are used for assessment of crop health, crop monitoring, planting, crop spraying, and field analysis.
With proper strategy and planning based on real-time data, drone technology has given a high rise and
makeover to the agriculture industry. Drones with thermal or multispectral sensors identify the areas that
require changes in irrigation. Once the crops start growing, sensors indicate their health and calculate their
vegetation index. Eventually smart drones have reduced the environmental impact. The results have been
such that there has been a massive reduction and much lower chemical reaching the groundwater.

Smart Home:
A smart home is a residence that uses internet-connected devices to enable the remote monitoring and
management of appliances and systems, such as lighting and heating. Smart home technology, also often
referred to as home automation or domotics (from the Latin "domus" meaning home), provides
homeowners security, comfort, convenience and energy efficiency by allowing them to control smart
devices, often by a smart home app on their smartphone or other networked device.
A part of the internet of things (IoT), smart home systems and devices often operate together, sharing
consumer usage data among themselves and automating actions based on the home owners preferences.
More recently, companies including Amazon, Apple and Google have released their own smart home
products and domotics platforms, including Amazon Echo, Apple HomeKit and Google Home.
Examples of smart home technologies
Nearly every aspect of life where technology has entered the domestic space (lightbulbs, dishwashers and
so on) has seen the introduction of a smart home alternative:
•
•

Smart TVs connect to the internet to access content through applications, such as on-demand video
and music. Some smart TVs also include voice or gesture recognition.
In addition to being able to be controlled remotely and customized, smart lighting systems, such
as Hue from Philips Lighting Holding B.V., can detect when occupants are in the room and adjust
lighting as needed. Smart lightbulbs can also regulate themselves based on daylight availability.
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Smart thermostats, such as Nest from Nest Labs Inc., come with integrated Wi-Fi, allowing users
to schedule, monitor and remotely control home temperatures. These devices also learn
homeowners' behaviors and automatically modify settings to provide residents with maximum
comfort and efficiency. Smart thermostats can also report energy use and remind users to change
filters, among other things.
Using smart locks and garage-door openers, users can grant or deny access to visitors. Smart locks
can also detect when residents are near and unlock the doors for them.
With smart security cameras, residents can monitor their homes when they are away or on
vacation. Smart motion sensors are also able to identify the difference between residents, visitors,
pets and burglars, and can notify authorities if suspicious behavior is detected.
Pet care can be automated with connected feeders. Houseplants and lawns can be watered by way
of connected timers.
Kitchen appliances of all sorts are available, including smart coffee makers that can brew you a
fresh cup as soon as your alarm goes off; smart refrigerators that keep track of expiration dates,
make shopping lists or even create recipes based on ingredients currently on hand; slower cookers
and toasters; and, in the laundry room, washing machines and dryers.
Household system monitors may, for example, sense an electric surge and turn off appliances or
sense water failures or freezing pipes and turn off the water so there isn't a flood in your basement.

Challenges:
In 2020, the smart homes market is estimated to reach $40 billion and by 2023, it's expected to penetrate
almost 54% of households. Companies like Nest, SimpliSafe, and Logitech are leading the way in making
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these estimates into reality. The massive success of these companies is attributed to their ability to
empower us with control over typically chaotic aspects of our lives.
However, as with any technology, smart homes are wholly dependent on their users. Here are 3 of the
most pressing issues facing the industry:
1. Privacy Exploitation:
• Within every smart home device pamphlet, you can guarantee that the phrase: “we take your
privacy very seriously” is noted somewhere. However, upholding privacy rights is difficult to
employ ethically, especially when home devices are voice-controlled.
•

Creating lingual boundaries, or control settings has not been a sought-after feature that companies
want to develop, despite the deep distrust it creates for consumers.

•

Recently, a smart device recorded a private conversation and sent it to one of the individuals'
employees without consent. On the other hand, some companies have admitted to listening or
recording users conversations for marketing purposes.

•

As a response to consumer frustrations and concerns over intrusions of privacy, some IoT
companies do not take ownership of these occurrences. A common response is that users are
‘triggering’ the listening command which indirectly blurs the line of responsibility.

2. The Technology and Consumer Base Don't Match:
• The disconnect between users and their experience with technology complicates smart home
privacy issues.
•

For example, on some home devices, there is the ability to turn off the microphone or location
settings but users are unaware of the feature. Educating and empowering users should be at the
forefront of any smart home product strategy.

•

Similarly, to keep up with innovation, smart home companies often add or enhance product
features a couple of times a year. However, they fail to fully research and understand the technical
competence of their consumer base. This often leads to user frustration, device abandonment, and
creates a backlog of technical support tickets for smart home companies.

3. Security Can't Keep Up with the Pace of Technology:
• It has to know that approximately 70% of IoT devices are susceptible to hacking.
•

Connected home users are prone to being victims of arson, theft, extortion, and can lose complete
control over parts of their home.

•

one of the major security vulnerabilities was excessive privileges.

•

Excessive privileges refers to a devices ability to turn appliances off and on or lock and unlock a
door with a dual permission level. An is, “Imagine an app that can automatically lock a specific
door after 9 p.m. The SmartThings system would also grant that app the ability to unlock the door.
An app’s developer cannot ask only for permission to lock the door.” This lack of proper
permission coding and settings leaves holes of opportunity for hackers.
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